LAB THU'C HANH LINUX
GIOI THIEU:

Trong lab nay sé& tim hiéu hé diéu hanh linux qua d6 givp ta hiéu ré hon vé hoat
dong ctia hé diéu hanh nay va cu thé hon 1a CENTOS. Bai Lab nay sé huwéng din cu
thé cach hoat dong ciia CENTOS nhiing irng dung ciia né ciing nhw 1a lgi ich trong
viéc str dung CENTOS.

NOI DUNG THUC HIEN:
Noi dung gom 9 phan, mdi phan 13 mot hwéng din cu thé thye hanh linux CENTOS

Cai dat linux CENTOS

H¢ thé'ng tap tin thu muc

Cai dit phan mém, tinh tién ich va cdch ding

Quadn tri nguoi dung

Qudn Iy tién trinh

Quadn ly tai nguyén é cirng

Ciu hinh mang va théng ké luu lwong

Cai dit va sit dung Samba ( Huéng din sii dung DNS, WEBSERVER,
DHCP, FTP, MAIL SERVER)

Ldp trinh SHELL trén Linux CENTOS

NSNS

o



LAB 1: CAI PAT LINUX CENTOS
I/ CAI PAT:

CENTOS gbm c6 6 dia CD la day du cac goi nhat nhung ta ciing c6 thé cai dit 5 dia sau
d6 cai cac goi con thiéu qua internet ciing duoc.

Dau tién ta khoi dong PC & ché do boot CD, ta bo dia dau tién vao

Khi chuong trinh cai dat khéi dong, s€ hién thi man hinh na

CentOS 5

<ENTER>

linux text <ENTER:

[F1-Mainl [F2-Options] [F3—Generall [F4-Hernell [F5-Rescuel

C6 thé chon cac ché d6 cai dat sau:

<ENTER> - chon cai dat & ché do d6 hoa

Linux text <ENTER> - chon cai dit & ché do text (text mode)
Ngoai ra néu mudn chon mét sb cai dat khac ta nhan phim F2 (option)

Nhu vay dé cai dat binh thuong ta nén nhin ENTER s& hién ra hinh nay



{ CD Found

To begin testing the CD media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

{Tab>s<Alt-Tab> between elementzs | <Space> selects | <F12> next screen

Néu mudn kiém tra tai nguyén dia thi chon OK, néu khong muén thi chon SKIP. Kiém
tra dia giup ta phat hién 161 vi trong qua trinh cai dit néu c6 mot dia bi 101 thi s€ bi cai lai
ua trinh cai dat do. B¢ cho nhanh ta chon SKIP. Ta cho doi dén hinh na

CentoS 5

| [)Release Notes




Tién trinh cai dat bat déu, chon Next

CentOoS 5

@ What language would you like to use during the

installation process?

Chinese(Simplified) (EHEH)
Chinese(Traditional) (ZEEHT)

Croatian (Hrvatski)

[»]

Czech (Ceétina)
Danish (Dansk)
Dutch (Nederlands)
engisn ogus) ...
Estonian (eesti keel)
Finnish (suomi)
French (Frangais)
German (Deutsch)

Greek (EAANuLKE)

Gujarati (31%=1d1)

Chon ngdn ngif trong qua trinh cai dat, ta nén chon English va bAm Next



CentoS 5

Select the appropriate keyboard for the system.

Slovenian

[+)

Spanish

Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Tamil (Inscript)

Tamil (Typewriter)
Turkish

U.S. English
U.5. International

Ukrainian

United Kingdom =

Release Motes 43 Back i}ﬂext
| e |

Chon ban ﬁhim thich hi_ , ta nén chon U.S.Enilish 10i chon Next

The partition table on device sda was unreadable. To create
new partitions it must be initialized, causing the loss of ALL
DATA on this drive.

This operation will override any previous installation choices
about which drives to ignore.

Would you like to initialize this drive, erasing ALL DATA?

(o |

Day la ban canh bao t6 chirc phan vung trén dia dé cai dat CENTOS, ta nén chon Yes dé
phén vung dia ciing can cai dat Centos



CentoS 5

Installation requires partitioning of your hard drive.
By default, a partitioning layout is chosen which is
reasonable for most users. You can either choose
to use this or create your own.

Remove linux partitions on selected drives and create default layout. ¥

Select the drive(s) to use for this installation.

<P Advanced storage configuration

[] Review and modify partitioning layout

[ons]

Dé phan chia 6 clg cho dung ta can nim rd nhing didu sau:
+ Remove all partitions on selected drivers and creat default layout: khi ta mudn
loai bo tat ca cac patation co san trén hé thong.
+ Remove linux partitions on selected drivers and create default layout: khi ta mu6n
loai bo tat ca cac linux partitions c6 sn trén 6 cing
«  Use free space on selectde drivers and create default layout: sir dung ving trong
con lai cta dia ctng dé chia partition.
«  Create custom layout: phan chia partition bang tay (ta nén chon cai nay)
Bam Next




&5 Red Hat Enterprise Linux 5

CentosS 5

Drive /dev/sda (8189 MB) (Model: VMware, VMware Virtual 5)

Free

5192 MB
New l [ Edit ] [ Delete ] [ Reset l [ RAID ] [ VM
. Mount Point/ Size
Device Type Format Start| End
RAIDNolume  'P (MB)
< Hard Drives
v Jjdev/sda
Free Free space 8192 1 1045

[] Hide RAID device/LVM Volume Group members

[@ma | [@rec]

Ta bat dau viéc phén chia partition:
Chon New: tao partiotion moi, linux bét budc tdi thiéu phai tao 2 partition sau:
e Partition chinh chira thu muc gdc (/) va hat nhan (kernel), partiontion nay
goi la Linux Native Partition
e Partition Swap dugc ding 1am khong gian hoan déi dit liéu khi ving nhé
chinh dugc st dung hét. Thong thudng kich thudce cua partition Swap
bang 2 1an kich thudc ciia ving nhé chinh (RAM)
» [Edit: stra patition
e Delete: x06a patition
* Reset: phuc hoi trang thai dia trudce khi thao tac
« RAID: sir dung RAID (c6 tdi thiéu 3 6 cimg)
e LVM: stt dung v6i Logical Volume Management
Tao céc partition sau:
Chon New dé tao patition swap
Chon File System Type : swap
Chon Size: 1024 (gap 2 lan RAM may tinh cta minh) nhu hinh




Add Partition

Mount Point: [ Mot Applicable= S |

File System Type: | swap =
ol il i MB Twv E Twv E |

Allowable Drives:

Size (MB): 512 %

Additional 5ize Options
(@) Fixed size

) Fill all space up to (MB): h12 =

() Fill to maximum allowable size

[] Force to be a primary partition

| & Cancel | " @QK ’

Nhéin Ok

Tiép theo chon New dé tao patition /boot
Chon Mount Point: /boot
Chon File System Type : ext3
Chon Size: tuy y



Add Partition

Mount Point: [.f'bc:c:t v]

File System Type: | ext3

Allowable Drives:

Size (MB): 100 =

Additional 5ize Options
(3) Fixed size

C Fill all space up to (MB): 1 —

(1 Fill to maximum allowable size

[] Force to be a primary partition

Nhén OK

Chon New dé tao patition root (/)
Chon Mount Point: /
Chon File System Type : ext3
Chon Size: tuy y



Edit Partition: /dev/sda2

Mount Point: [ﬁ st l
File System Type: | ext3 =

Allowable Drives:

Size (MB): 7573 =

Additional 5ize Options
3) Fixed size

O Fill all space up to (MB): ' =

(3 Fill to maximum allowable size

[] Force to be a primary partition

| M Cancel || @QK |

Chon OK
Drive /dev/sda (8189 MB) (Model: VMware, VMware Virtual 5}
dsda2 sda3
17569 MB 509 4
l New l l Edit l l Delete l l Reset l l RAID l l LM l
Mount Point/ Size =t
Devi Ty F t Start| End
vice RAIDNolume ~ 'PE TOMAL gy AT N
Jaevisaa .
Jdev/sdal /boot ext3 g 101 1 13
/dev/sda2 ext3 ' 7569 14 978 =
/dev/sda3 swap s 509 979 1043
Free Free space 7 1044 1044 =
[[] Hide RAID device/LVM Volume Group members
Dﬁelea se Notes [ 4@ Back l |[ B Next l

Chon Next

Tiép theo ta cai dat chuong trinh boot loader GRUB va dét password cho boot
loader bang cach:



Chon d4nh diu chdm vao The GRUB boot loader will be install on /dev/sda.

CentOS 5

@ The GRUB boot loader will be installed on /dev/sda.

() No boot loader will be installed.

You can configure the boot loader to boot other operating systems. It will allow you to select an operating system
to boot from the list. To add additional operating systems, which are not automatically detected, click "Add." To
change the operating system booted by default, select 'Default’ by the desired operating system.

Default  Label |Device

CentOS /dev/sdaZ2

A boot loader password prevents users from changing options passed to the kernel. For greater system security, it

is recommended that you set a password.

[] Use a boot loader password

[] Configure advanced boot loader options

RISAREITS

Dr_{elease Notes

Chon check box Use a boot loader password->chon Change password

Enter a boot loader password and then confirm it.
(MNote that your BIOS keymap may be different than

the actual keymap you are used to.)

[.......... ]

Password:

[.......... ]

Confirm:

Nhan vao mat khau bat ky va bim OK.
Sao d6 chon Next.



CentoS 5

Network Devices

Active on Boot| Device IPvd4/Netmask | IPvG/Prefix

Edit

eth0 DHCP

Hostname

Set the hostname:

@ automatically via DHCP

O manually | (e.g., host.domain.com)

Miscellaneous Settings

o] 5]

Chon Edit dé cau hinh Network Devices hodc dé automatically via DHCP dé nhan
[P dong tur router internet. Sau khi chon xong ta bam Next.




CentosS 5

Please click into the map to choose a region:

éAsiaISaigon ¥

System clock uses UTC

Release Notes 4 Back B Next
| | l

Day 1a phan chon khu vuc dia Iy caa hé théng
O day ta chon Asia/Saigon->Next

system. Enter a password for the root user.

O The root account is used for administering the

Root Password: |.......... l

Confirm: [oooooooooo l

[ JRelease Notes 4 Back l [ B Mext




Ta dat password cho tai khoan root, tai khoan root la tai khoan dung de quén trj hé thong
uyén cao nhat trong hé théng.(bat budc phai 6 ky tur tr 1én) tiép ta chon Next.

The default installation of CentOSs includes a set of software applicable for general internet
usage. What additional tasks would you like your system to include support for?

Desktop - Gnome
[0 Desktop - KDE
[ Server

—

Please select any additional repositories that you want to use for software installation.

[J Packages from CentOS Extras

dp Add additional software repositories

You can further customize the software selection now, or after install via the software
management application.

@ Customize later () Customize now

Dﬂelease Motes l 4 Back

Day 1a phan cai dit cac gbi cho Linux
Ta chon Customize now-> chon Next

Desktop Environments GNOME Desktop Environment

Applications [J11 KDE (K Desktop Environment)
Development
Servers

Base System
Virtualization
Clustering
Cluster Storage

(4]

GMNOME is a powerful, graphical user interface which includes a panel. desktop. system
icons, and a graphical file manager.

37 of 42 optional packages selected

[ Optional packages l

DﬁeleaseNotes [ 4@ Back l | & Next 1




Chon cac chuong trinh va céac goi cai dat

Chon nhém phan mém chinh bén trai->tiép chon nhém phan mém con bén phai->chon
optional goi hién thi5danh sach cac phén mém. Thuc hién chon hoidc bo chon dé cai dat
hay g& bo cic phan mém.

Packages In Authoring and Publishing

Some packages associated with this group are not - I
required to be installed but may provide additional

functionality. Please choose the packages which
Deve  you would like to have installed.
Serv docbook-slides - 3.3.1-2.1.1.noarch - DocBook Slides document type and s
Base docbook-style-dsssl - 1.79-4.1.noarch - Norman Walsh's modular styleshe
Virty docbook-style-xsl - 1.69.1-5.1.noarch - Norman Walsh's X5L stylesheets fqg
Clus docbook-utils - 0.6.14-5.1.noarch - Shell scripts for managing DocBook dod
Clus docbook-utlls-pdf - 0.6.14-5.1.noarch - A script for converting DocBook dot| | L
| linuxdoc-tools - 0.9.21-7.1.I1386 - A text formatting package based on SGML —
[0 secribus - 1.3.3.2-3.el5.I1386 - DeskTop Publishing application written in Qt
|

| [r]

[ Optional packages ]

[eu] [orer]

Chon Close->chon Next

CentOos 5

Click next to beqgin
installation of CentOS.

A complete log of the
installation can be found in
the file "frootf/install.log”
after rebooting your system.

& kickstart file containing
the installation options
selected can be found in the
file 'frootfanaconda-ks.cfg'
after rebooting the system.

S ] [Ee

Hé thong da san sang cai dat ta chon Next




CentoS 5

@ The software you have selected to install will reguire the

following CDs:

CentOS 5.2 CD #1
CentOS5 5.2 CD #2

di
CentOS 5.2 CD #3 bt
CentOS 5.2 CD #4 | g
| 'stem.
Please have these ready before proceeding with the i
installation. If you need to abort the installation and reboot | 9
please select "Reboot”. ffTem
| .cfg’
Reboot | [ Back l [ Continue tem.

[ Release Notes [ 4 Back l I B Next ]

Céc dia yéu cau dé cai chon Continue.

CentOos 5

Transferring install image to hard drive...

Centos 5

| J

Chuong trinh dang dugc cai dat.




Centos 5

Help with CentOS

Change CDROM

'D Please insert CentOSs disc 2 to continue.

Installing nautilus-extensions-2.16.2-7.e15.1386 (30 KB) Remaining time: 20 minutes
Nautilus extensions library

Congratulations, the installation is complete.

Remowve any media used during the installation process and press the
"Reboot” button to reboot your system.

Cai dat thanh cong ta khai dong lai bang cach nhin Reboot



Boot ing Cent0S (2.6.18-92.e15) in B seconds...J}

CentosS 5

Khoi dong dau tién sau khi cai dat

lhost.localdomain:
lume Managemen
0 files, 6714
4 files, 14
emounting D i read-wr
Mounting 1
Enabling 1 ilesystem gquotas:
Enabling Jetc/ waps:
INIT: Entering runlevel: 5
Entering non-interact startup
Applying Intel CPU microcode update:
Checking for hardware changes
Applying ipb6tables fi all rules:
Applying iptables firewall rules: X
Loading additional iptables modules: ip_conntrack_netbios_n
Bringing up loopback interface:
Bringing up ilnterface etho:
Determining IP information for etho...|]




doc cac dich vu cua Centos
* Welcome

s ) Welcome

SELinux

Date and Time There are a few more steps to take before your system is ready to use. The
Setup Agent will now guide you through some basic configuration. Please
click the "Forward" button in the lewer right corner to continue.

Create User
Sound Card
Additional CDs

5 =

CentoS 5

Centos 5

First boot wizard xuat hién,ta chon Forward
Welcome EIl = -
Firewan S Firewall
SELinux

Date and Time You can use a firewall to allow access to specific services on your computer
from other computers and prevent unautheorized access from the outside
world. Which services, if any., do you wish to allow access to?

Create User

Sound Card
Additional CDs

L1

Firewall: | Enabled

Trusted services: ETP

Mail (SMTP)
NF54
55H

ooag

E

Samba

oo

Secure WWW (HTTPS)

[> Other ports

centos 5 [ 43 Back l |E> Eorwardé

Chon Firewall: Enabl’ed, va chon céc dich vu dugc phép truy nhap qua Firewall, co thé
thém céc port khac néu can->chon Forward.




Welcome

e S SELinux

Date and Time Security Enhanced Linux (SELinux) provides finer-grained security controls
than those available in a traditional Linux system. It can be setup in a
disabled state. a state which only warns about things which would be denied,
Sound Card or a fully active state. Most people should keep the default setting.

Create User

Additional CDs

SELinux Setting: éEnforcing

gk

CEHtOS 5 4 Back l l & Forward

Chon c4u hinh SELinux
Chon SELinux settins: Disable->chon Forward



Welcome

Date and Time

SELInux
* Date and Time Please set the date and time for the system.

Create User

Date & Time|| Network Time Frotocol

Sound Card
Additional CDs

Date Time

4 August ¢ 42010 * Current Time : 21:37:05

Sun  Mon Tue Wed Thu Fri  Sat Hour: |21

il 2 3 4 5 4] 7
8 9 10 11 12 13 14
15 16 17 18 19 20 21

22 23 24 2 JEf 27

29 30 31

Minute : |31

CIDRCIDREID

Second : [}

4@ Back l l & Forward
Chon ngay gid hé thong

Neéu ta muodn thoi gian s€ dugc Synchronized véi mot remote time server->chon qua tab
Network Time Protocol



Welcome

Date and Time

SELinux
* Date and Time Please set the date and time for the system.

Create User Date & Time | Network Time Protocol |

Sound Card
Additional CDs Your computer can synchronize its clock with a
remote time server using the Network Time Protocol

{Enable Network Time Protocol:

NTP Servers

0.centos.pool.ntp.org E dp Add

1.centos.pool.ntp.org

2.centos.pool.ntp.org

[ Show advanced options

4d Back ] [ & Forward

Welcome

Frewa Create User

SELinux

Date and Time It is recommended that you create a 'username’ for regular (non-
administrative) use of your systemn. To create a system 'username,’ please
provide the information requested below.

* Create User

Sound Card
Additional CDs Username: “ l
Full Name: [ l
Password: [ l
l

Confirm Password: [

If you need to use network authentication, such as Kerberos or NIS, please
click the Use Network Login button.

Use Network Login...

CEntOS [ 4 Back ‘ [ EPEorward‘




Welcome
Firewall
SELinux
Date and Time
Create User

* Sound Card
Additional CDs

Welcome
Firewall
SELinux

Date and Time

Create User

Sound Card
* Additional CDs

* Sound Card

An audio device has been detected in your computer.

Tao mdt tai khoan thuong xuyén sir dung trén hé théng khac véi tai khoan Root.

Click the "Play” button to hear a sample sound. You should hear a series of
three sounds. The first sound will be in the right channel, the second sound
will be in the left channel, and the third sound will be in the center.

The following audio device was detected.

Selected card

Vendor: Ensonig

Model: ES1371 [AudioPCI-97]
Module: snd-ens1371

Sound test

@ --- Stopped --- [] Repeat

Volume settings
< ) Q)

Device settings

PCM device [ E51371 DACZ/ADC :l

Additional CDs

Please insert any additional software install cds at this time.

—_—"
Additional CDs

[ %A Back ] [ éEcrward‘

[ 4a Back H Finish ]

Chuong trinh hoi ¢6 muén cai thém phan mém tir dia khac khong->chon Finish->chon

Yes



H¢é thong sé khoi dong lai va vao Centos

Username:

2 centos §

" Thu Aug 26

@ Language #"' Session e Restart )! Shut Down In-callho;i.lncaldomain
Nhap username la root

Nhap password la root

«% Applications Places System %@@@@ -7, 2:51Pm Q)

System is not receiving

Eg updates

Your system is currently not receiving software
Computer updates. Please check your network connection
and/or set up software updates.

F Con't notify me again
o

root's Horme

Pa vao Centos.



LAB 2: H¢ thong tap tin thu muc

Céc hang phan phdi Linux hﬁu nhu thdng nhét v6i nhau vé tén cac thu myc chuan trén
Linux. Trong do thu muc gbc bao gio cting 1a */”.
Duéi thu myc gbe thuong c6 mot sé thu muc quan trong nhu sau:

Pau tién ta vao Computer -
) Computer -0'x

File Edit \iew Places Help

O/lﬁ dia mém ‘

Floppy Drive CD-ROM Eriue
.ﬁ.iit = :
o d:'la CD O dia thu Lnuctép tin
hé théng

Netwc&

The mL}s quan ly mang

[ﬂ) Computer ¥ ] "Filesystermn” selected (0 bytes)

Vao Filesystem
File Edit View Places Help

B

bin

(=

lost+found

B

proc

(=

tmp

boot dev etc home lib

=

O

media misc mnt net opt
root shin selinux srv sys
usr var

Trong hinh trén s€ hién ra mot ) tap tin thu muc co ban trén Filesystem cta Centos:

Bin,Sbin: Chtra cac tap tin nhi phan hd trg cho viée boot va thuc hién cac
1énh can thiét

Boot: Chtra Linux kernel, file anh hd trg cho viéc load hé diéu hanh

Dev: Chura céc tap tin thiét bi (nhu CDRom,HDD,FDD....)

Etc: Chira cac tap tin cau hinh hé thong

Home: Chira cac home directory ctia nguoi dung, day 13 noi luu tri tat ca
cac file dir licu, nh&ng file cau hinh, thiét lap, tiy chinh ctia nguoi ding
dugc ky hiéu bang “~’



File Edit Wiew Terminal Tabs Help

[root@dhcppc2 ~1# |} Ky higu cla nguéri
ding (Home)

* Lib: Chua kernel module, va cac thu vién chia sé cho cac tap tin nhi phan
trong Bin va Sbin

* Lost + found, media, misc: La nhitng thu muc rong l‘é nO’i‘ luu trir cho
nhitng thiét bi Iuu trit khac nhue USB, CDRom. Vi phan mém Linux khi
cai dat khong c6 thu muc chuan nao nhu thu muc Program File nhu trong
Window, thay vao d6 timg phan ctia chung s& dugc luu trit & nhimng thu
muc khac nhau.

e Mnt: Chtra cac mount point cta cac thiét bi duoc mount vao trong hé
thong

Proc: Luu trit thong tin vé kernel

* Root: Luu trir home dicrectory cho user root

*  Tmp: Chua céc file tam

e Usr: Chtra cac chuong trinh da duoc cai dat

* Var: Chtra céc log file, hang doi cac chuong trinh, mailbox cua user.

Mudn xem danh sich céc tap tin ta dung 1énh : Is
Xem danh sach cac tap tin trén ngudi dung root

root@dhcppc2:~

File Edit View Terminal Tabs Help
[root@dhcppc? ~]# 1s

anaconda-ks.cfg Desktop imstall.leg install.log.sysleg ——  |xemcactdp tintrén
[root@dhcppc? ~]# 1s -1 root's home
total GO

-TW------- 1 root root 928 Aug 26 21:27 anaconda-ks.cfg

drwxr-xr-x 2 root root 4096 Aug 31 07:14 Desktop

-rw-r--r-- 1 root root 31134 Aug 26 21:27 install.log
-Mw-r--r-- 1 root root 4259 Aug 26 21:11 install.leog.syslog
[root@dhcppe2 ~1# ||

bay la Root’s home:

Vao Root’s home ngoai Desktop



L root
File Edit View Places Help

£ Kic Insta
W rnl
insta Insta
cdrom Insta
Desktop anaconda-ks.cfg install.log

= Bl
= B8
= B8
< Bl

install.log.syslog

4 items, Free space: 3.8 GE

Mot s6 lya chon thuong dung véi 1énh 1s
-L: Hén thj danh sach tap tin (chi hién thi tén)
-1 : Hién thi danh sach tép tin (gom nhiéu cot: filename,size,date,..
-a: Liét ké tat ca cac tap tin, bao gébm nhiing tap tin an
-R: Liét ké tat cac3 cac tap tin ké ca cac tap tin bén trong thu muc son.
Khai niém tap tin trong Centos dugc chia lam 3 loai chinh:
* Tap tin chua dir liéu binh thudng
e Tap tin thu muc
« Tap tin thiét b
Ngoai ra Centos con dung cac Link va Pipe nhu la cac tap tin déc biét.
Xem cAu trc tap tin hé thong:




root@dhcppc2:~

File Edit Miew Terminal Tabs Help
[root@dhcppc2 ~1# 1s -1 / A
total 146

drwxr-xr-x 2 root root 4096 Aug 26 20:57 bin
drwxr-xr-x 4 root root 1824 Aug 26 20:54 boot
drwxr-xr-x 11 root root 3960 Sep 2 08:19 dew
drwxr-xr-x 97 root root 12288 Sep 2 08:18 etc
drwxr-xr-x 2 root root 4896 Mar 30 2007 home
drwxr-xr-x root root 4096 Aug 26 20:57 1lib

root root 16384 Aug 26 20:42 lost+Tound
root root 4096 Sep 2 08:18 media

=}
=
£
bt
|
l
l
l
|
l
=
[

drwxr-xr-x

drwxr-xxr-x root root @ Sep 2 B08:18 misc
drwxr-xr-x root root 4096 Aug 30 08:25 mnt —
drwxr-xr-x root root @ Sep 2 03:18 net
drwxr-xr-x root root 4896 Mar 30 2007 opt
root root B Sep 2 08:17 proc

dr-xr-xr-x 12
drwxr-x--- 153 root root 4896 Sep 2 083:20 root
drwxr-xr-x root root 12288 Aug 30 08:25 sbin
drwxr-xr-x root root 4096 Aug 26 20:43 selinux
drwxr-xr-x 2 root root 4896 Mar 30 2007 srw
drwxr-xr-x 11 root root @ Sep 2 08:17 sys
drwxrwxrwt 12 root root 4896 Sep 2 028:44 [l
drwxr-xr-x 14 root root 4096 Aug 26 20:48 usr
drwxr-xr-x 21 root root 4896 Aug 26 21:11 wvar
[root@dhcppc2 ~]1#

MR DR R W N

Ddi véi Centos khong c6 khai niém cac 6 dia. Toan bo cac thu muc va tap tin dugc gén
1€n va tao thanh mot hé thong tin thong nhat bat dau tir goe “/°.
Y nghia céc cot:

@@@ 2 root root 4696 Aug 26 20:57 bin

Cot dau chi ra quyén truy cap tap tin.

r: Chi loai tap tin

w: Truy cép quyén cho tép tin ctia chu s& hitu.

- Truy cép quyén cho cac thanh vién trong nhom

Bay gio ta tao cdy thu muc nhw sau:
— hdh

unix
| tramanh

| ___baongoc
| thichau

window win xp
win 98

+—win 93

Quan 1y va thao tac véi tap tin:
Tao thu muc: mkdir




[root@dhcppc?2 ~]# mkdir /hdh

[root@dhcppc? ~]1# mkdir /fhdh/unix
[root@dhcppc2 ~]1# mkdir /Shdh/unix/trananh
[root@dhcppc2 ~]# mkdir /Shdh/unix/baongoc
[root@dhcppc2 ~]1# mkdir /Shdh/unix/thichau
[root@dhcppc2 ~1# mkdir /hdh/window
[root@dhcppc2 ~]1# mkdir /hdh/window/win xp
[root@dhcppc?2 ~]# mkdir /hdh/window/win 98
mkdir: cannot create directory "~ /hdh/windo
[root@dhcppc2 ~]1# mkdir /Shdh/window/win93
[root@dhcppc2 ~]1# mkdir /Shdh/window/win95
[root@dhcppc2 ~]#

Ta s& thiy xuét hién trong
=] ! (=)=

Fle Edit View Places Help

B han BEE)
ﬁ E File Edit View Places Help B

5 B - =2 =

lib lost+fo net

=] unix i window
Fle Edit Wiew Places Help Fle Edit View Places Help

DB = = = = =

baongoc thichau trananh win win95 wing8

Liét ké céc tap tin va thu muc: Is hay 1l
Liét ké thu muc hdh vira tao:
[root@dhcppc? ~]# 1s -1 /hdh
total &
drwxr-xr-x 5 root root 4096 Sep 6 07:31 unix
drw<r-xr-x 5 root root 4096 Sep 6 07:32 window
[root@dhcppc? ~]#

Liét ké thu muc unix:
[root@dhcppc2 ~]# 1s -1 Shdh/unix
total 12
drwxr-xr-x 2 root root 4896 S5ep 6 07:31 baongoc
drwxr-xr-x 2 root root 4896 Sep 6 07:31 thichau
drwxr-xr-x 2 root root 4896 Sep 6 07:31 trananh
[root@dncppe2 ~1# |

Liét ké window:
[root@dhcppc2 ~]# 1s -1 Shdh/window
total 12
drwxr-xr-x 2 root root 4096 S5ep 6 07:32 win
drwxr-xr-x 2 root root 4096 Sep 6 07:32 win95
drwxr-xr-x 2 root root 4096 Sep 6 07:32 win9a
[root@dhcppc2 ~]#



Tao tép tin: c6 nhiéu cach tao tap tin

Tao tap tin hello.txt v4i ndi dung “welcome to come me” va dat trong win98:
[root@dhcppc2 ~]# echo "welcome to come me" = /hdh/window/win98/hello.txt
[root@dhcppc2 ~1# ||
Ching minh:

File Edit View Places Help

B hdh [=)BIx] ﬁ

Fle Edit View Places Help

B D home
unix @ ﬁ
lib lost+fo = window SENE]|

File Edit View Places Help

5 B B B P
=

bin

AN

o

E win win95 @
sys tmp File Edit View Places Help
Tihdh ¥ |"window" sele \j
hello.txt

hello.txt (/hdh/window/win98) - gedit

File Edit View 5Search Tools Documents Help

.48 &9 9 DB B %

New Open Save Print... Paste Find Replace

[J hellotxt x

|L-.fe1-:ome to come me ”

Thém céau “I need to meet you” vao tap tin hello.txt
[root@dhcppc2 ~]# echo "I need to meet you" == /hdh/window/win98/hello.txt
[root@dhcppc2 ~1#

Chtrng minh:
=) / (=)=l
File Edit View Places Help
=] han SIETES)

ﬁ E Fle Edit View Places Help B

bin boot] B D home

= [ — D =

lib lost+fo = window [BETE)|

File Edit View Places Help

= = L

win wing5 m

C:T

= ©

File Edit View Places Help

"window" sele —

hello.txt




nello.txt (/hdh/window/win98) - gedit

Eile Edit View 5Search Tools Documents Help

¢ =T . @ & 9 BB B B ¥

MNew Open Save Print... Paste Find Replace

{7 hello.txt

welcome to come me
I need to meet you

Xem noi dung tap tin: cé nhiéu 1énh dé xem ndi dung tap tin nhu: cat, more, less, tail,...
Xem ndi dung tap tin hello.txt:

[root@dhcppc2 ~]# cat /hdh/window/win98/hello.txt

welcome to come me

I need to meet you

[root@dhcppc2 ~]#

Sao chép:

Sao chép tap tin hello.txt sang thu muc trananh:
[root@dhcppc2 ~1# cp Shdh/window/win98/hello.txt Shdh/unix/trananh
[root@dhcppc2 ~1# |}

Chtng minh:

Fle Edit View Places Help

ﬁ E?Ie Edit Wiew Places Help L Q@E] B

bin boot| D @ home
= B

lost+fo net

liby
= unix E]@EH
ﬁ Fle Edit View Places Help B
opt
sys

= = = h

baongoc thichau trananh

hello.txt

Sao chép thu muc window sang thu muc trananh:
[root@dhcppc?2 ~]# cp -R /hdh/window /hdh/unix/trananh/
[root@dhcppc2 ~]#

Chirng minh:



) — / =]

File Edit View Places Help

[=] hdh [=Ie]x]
ﬁ E Fle Edit View Places Help @

bin boot| D ﬁ home
ﬁ E window @

] unix [BIEENE trananh (==
File Edit View Places Help File Edit View Places Help
= = o |
Tree
baongoc thichau hello.txt

B = =

win win95 wingg

Liét ké thu muc trananh:
[root@dhcppc2 ~]# 1s -1 Shdh/unix/trananh

total 8
-rw-r--r-- 1 root root 38 Sep 6 07:54 hello.txt

drw<r-xr-x 5 root root 4096 Sep 6 07:56 window
[root@dhcppc2 ~]1# ||

Di chuyén:

Di chuyén tép tin hello.txt trong thu muc trananh sang thu muc thichau
[root@dhcppc? ~]# mv /Shdh/unix/trananh/hello.txt /hdh/unix/thichau/
[root@dhcppc2 ~]#

Di chuyén thu muc window trong trananh sang thu muc thichau
[root@dhcppc? ~]# mv Shdh/unix/trananh/window/ Jhdh/unix/thichau/
[root@dhcppc2 ~]#

Doi tén:
bai tén thu muc window trong thu muc thichau thanh wins
[root@dhcppc2 ~]# mv Shdh/unix/thichau/window/ Shdh/unix/thichau/wins
[root@dhcppc?2 ~]#
Sao chép tap tin hello.txt trong thichau sang thu muc baongoc va ddi tén

xinchao.doc

Ele Edit Miew Terminal Tabks Help

[root@dhcppc2 ~1# cp /hdh/unix/thichau/hello.txt /hdh/unix/baongoc/xinchao.doc
[root@dhcppc2 ~1#

Xem ngi dung tip tin xinchao.doc trong thu muc unix/baongoc

[root@dhcppc2 ~]# cp /hdh/unix/thichau/hello.txt /hdh/unix/baongoc/xinchao.doc
[root@dhcppc2 ~]# more /Shdh/unix/baongoc/xinchao.doc

welcome to come me

I need to meet you

[root@dhcppc2 ~]#

Xda tap tin: rm




Xoa tap tin hello.txt trong thichau
[root@dhcppc2 ~]# rm Jhdh/unix/thichau/hello.txt

rm: remove regular file " /hdh/unix/thichau/hello.txt'? y
[root@dhcppe2 ~1# |

Nhé nhén yes dé dong ¥y x6a

Néu mudn x6a ma khong can hoi thi thém (-f)
[root@dhcppc2 ~]# rm -f Jhdh/unix/baongoc/xinchao.doc
[root@dhcppc2 ~1# [}

Xoéa thu muc rong: x6a thu myc win95 trong window
[root@dhcppc2 ~]# rmdir Jhdh/window/win95
[root@dhcppc? ~]#

Vao thu muc: cd

Di chuyén véo thu myc win98
[root@dhcppc? ~]# cd Shdh/window/win98

[root@dhcppc2 winggl# |

Di chuyén Ién 1 cip:
[root@dhcppc2 win98]# cd
[root@dhcppc? window]# I

Di chuyén nhanh vé root: cd/

root@dhcppc2:/

File Edit View Terminal Tabs Help

[root@dhcppc2 /f1# cd /
[root@dhcppc? /1# I

Xem thu muc hién hanh: pwd

[root@dhcppc2 ~]# pwd

/root

[root@dhcppc? ~]# cd Shdh/window/win28/
[root@dhcppc2 win98]# pwd
Jhdh/window/win28

[root@dhcppec2 winggl# [

Tim kiém:

Tim kiém tap tin hello.txt:
[root@dhcppc2 win98]# Tind /Shdh -name hello.txt
Shdh/window/win98/hello. txt
Shdh/unix/thichau/wins/win98/hello.txt
[root@dhcppc2 winagl# [

Tim chudi “I need to meet you” trong tap tin hello.txt
[root@dhcppc?2 win98]# grep "I need to meet you" /hdh/window/win98/hello.txt
I need to meet you
[root@dhcppc2 wingg]# []

Nén/giai nén:
Dung gzip/gunzip:



Nén tap tin xin hello.txt:
[root@dhcppc? win981# gzip /hdh/window/win98/hello.txt

[root@dhcppc? win98]# 1s -1 /hdh/window/win98/
total 4

-rw-r--r-- 1 root root 62 Sep 6 07:49 hello.txt.gz
[root@dhcppc2 windgl# [

Giai nén:

[root@dhcppc?2 win98]# gunzip /hdh/window/win98/hello.txt.gz
[root@dhcppc?2 win98]# 1s -1 /hdh/window/win98/
total 4
-rw-r--r-- 1 root root 38 S5ep 6 07:49 hello.txt
[root@dhcppc2 winagl# [

Dung lénh tar:

Nén tap tin hello.txt thanh tap tin ¢6 duoi .tar
[root@dhcppc? win98]# tar -cwvwf hello.tar hello.txt
hello. txt
[root@dhcppc? winggl# [

Kiém tra:
[root@dhcppc2 win98]# 1s -1

total 16
-rw-r--r-- 1 root root 18248 Sep 6 B88:23 hello.tar

-rw-r--r-- 1 root root 38 Sep 6 07:49 hello.txt
[root@dhcppc2 win98]#

Nén tap tin hello.txt thanh tap tin c6 dudi .tar.gz
[root@dhcppc2 win98]# tar -zcvf hello.tar.gz hello.txt
hello.txt
[root@dhcppc2 win98]#

Kiém tra:
[root@dhcppc? win98]# 1s -1
total 28
-rw-r--r-- 1 root root 18240 Sep 6 B8:23 hello.tar
-Mw-r--r-- 1 root root 149 S5ep 6 B08:26 hello.tar.gz
-Mw-r--r-- 1 root root 38 Sep 6 07:49 hello.txt
[root@dhcppc2 wingal# [
Giai nén dudi .tar
[root@dhcppc2 win28]# tar -xvT hello.tar
fello.txt
[root@dhcppc?2 win98]#

Gidi nén dudi .tar.gz
[root@dhcppc?2 win98]# tar -zxvT hello.tar.gz
hello.txt
[root@dhcppc2 win98]#



LAB 3: Cai dit phan mém, tinh tién ich va cach dung

1/Trong phén nay ta tiéq hanh cai dat font VNI va UNICODE, cai dat bo go
SCIM . Quén ly phan mém, tim hiéu va st dung cac tién ich .

Mot giai phap gd tiéng viét gan day nhét 1a scim. Dau tién ta cai scim vao
[root@dhcppc2 ~]# yum install scim*

Sau khi cai dat ta vao system>preferrence>more preferrence>input method
|' < IM Chooser - Input Method configuration X

Input Method

) Follow the system-wide configuration [SCIM]

) Mever use input methods

(@ iUse custom input methud§| sCim ¢]

Note: this change will not take effect until you nextiog in.

Ta chon use custom input method>scim.Sau d6 log out vio ta thiy xuét hién




= oae 9:41 PM Q)
= vist VWiethamese

English/European
™ Amharic
£ Arabic (Egypt)
— %r Japanese
ﬁ Korean
Nepali L4
‘A Russian
[£] sinhala
1 Thai

27

Vit Viethamese
Chinese (simplified) L4
Chinese (traditional) L4
Other L4
English/kKeyboard

Ta chon vietnamese

Tiép theo ta danh 1énh
[root@dhcppc2 ~]# gedit
Vi gb tiéng viét vao

**Unsaved Document 1 - gedit

Fle Edit Miew Search Tools Documents Help

¢ & . Jd & @ 9 B B &

MNew Open Save Print... Undo Paste Find Replace

7 *Unsaved Document 1 x |

xin chao
t6i la tran ath

Lm 2, Col 17 INS

Tiép theo dé cai font thi ta tai vé bd font VNLZIP va UNICODE.ZIP sau d6 tao thu muc
chura font va bd vao thu muc do loai font twong g

[root@dhcppce2 ~]# mkdir /usr/share/fonts/vni

[root@dhcppc2 ~]# mkdir /usr/share/fonts/unicode

Sau d6 giai nén cac font nay

[root@dhcppe2 vnil# unzip VNIL.zip

[root@dhcppc? unicode]# unzip Unicodeall.zip



Viao open office :Application>word processor

Untitiedl - OpenOffice.org Writer [[i=[Ed
File Edit Wiew Insert Format Table Tools Window Help x
B-BEH® BSa %% 29 - RE-P &-@1Q @,
2 [Defauk [ (v [z [[JAa4A EEEE a-4A- 3
L .Ziﬁiqg-ifﬂkémfmﬁﬁﬁfg i.L. CeB e B |~
ATTN 2 «Shiere
ATVIND 27 Beadigo
AL QY] 25 ivben

At 27 Brudeie

ALl S0 Bk Hak
ATUNT Viettay L
NPT -Batlong
AN Diudang —
: ATUNI-Hobo
- ATYUNI-JAmAl

VY -Linus

2/Tién ich thir 2 ta nén dung trong linux la tién ich duyét thuw muc nhw nc trén
window thi & day la tién ich MC

Dau tién ta tai tién ich nay vé thong qua Iénh:

[root@dhcppc2 ~]# yum install mc

S¢€ hién ra thong tin cai dat ta nhan Y dé tién hanh cai dat.

Resolwving Dependencies

--> Running transaction check

---> Package mc.1386 1:4.6.1a-35.el5 set to be updated
--> Finished Dependency Resolution

Dependencies Resolwved

Package Arch Version Repository Size
Installing:
mc i3ae 1:4.6.1a-35.e15 base 2.1 M

Transaction Summary

Install 1 Package(s)
Update B Package(s)
Remove @ Package(s)

Total download size: 2.1 M
Is this ok [WN]:@

Khi cai xong khoi dong MC cach nhén:
[root@dhcppe2 ~]# mc



mc - root@dhcppc2:~

Fle Edit Miew Terminal Tabs Help

Name S5ize MTime Name
alf..

f.Trash 4096 |Sep 8 88:21 & |/.Trash
/ -eggcups 4896 |Aug 26 14:58 i |/.eggcups
f/.gconfT 4096 (Sep 9 f/.gconfT
f.gcontd 4896 | Sep 9 f.gcontd
/ .gnome 4896 | Aug 26 / .gnome
f .gnome2 4896 | Sep 8 f .gnome2
f.gnome?2 private 4896 | Aug 26 f.gnome?2 private
f.gstreamer-6.186 4896 | Aug 26 f.gstreamer-6.186
£ .mc 4896 | Sep 9 £ .mc
f.metacity 4896 Aug 26 f.metacity
f.mozilla 4896 | Aug 26 f.mozilla
£ .nautilus 4896 | Sep 8 £ .nautilus
f/.openoT—.org2. e 4896 Sep 8 f/.openoT-.org2. e
f.redhat 4896 | Aug 26 @ | - redhat

Hint: Selecting directories: add a slash to the end of the matching pattern.

[root@dhcppc2 ~]1#

1HETEN -SRI s 4EGEEN SEORYNN oRERNGY 7MKAEE cDEUSEE oFUTIDH 10QUSEN [
bay la chuong trinh MC. Chuong trinh MC rat hiru dung cho chung ta cai dat may in,
thiét 1ap burc tuong lua .

Dau tién ta go 1énh:

[root@dhcppc? /1# setup

root@dhcppcZ:—

Firewall configuration
Keyboard configuration
Network comfiguration
System serwvices
Timezone configuration
X configuration

=Tab>/=AlLt-Tab> between elements 1 Use <=Enter> to edit a selection




File Edit View Terminal Tabs Help

Firewall Configuration

A firewall protects against unauthorized

network intrusions. Emabling a firewall blocks
all incoming connections. Disabling a Tirewall
allows all connections and is not recommended.

Security Level: [SR=IEIYE=]s

SELinux: Enforcing
Permissive

Customiz

<Tab>/<Alt-Tab> between elements <Space> selects <F12> mext screen

Mot burc tuong ltra bao vé chéng lai sy xadm nhap mang trai phép Néu duoc kich hoat s&
chin cac két ndi dén. Néu bi vo hiéu hoa (disabled) thi birc tudng lira sé khong hoat
dong, day l1a diéu khong nén. Ta vao customize dé xem thém thong tin tuong lira.

File Edit Wiew Terminal Tabs Help

system-config-securi

Firewall Configuration - Customize
You can customize your fTirewall in two ways. First, you can select
to allow all traffic from certain network interfaces. Second, you
can allow certain protocols explicitly through the firewall. Specify
additional ports in the form 'service:protocol®, such as "imap:tcp”.

Trusted Devices:

MASQUERADE Dewices:

Allow incoming:

¢ day s€ cho phép hi€u chinh tuong ltra theo 2 cach:



e Cho phép luu lugng truy cap tir giao di€én mang nao do6 (Trusted Devices)
*  Cho phép mét sb giao thirc chay qua tudng lira trong Centos. (allow
incoming)
3/Tién ich theo doi cac traffic nao dang giri vao may ngi b (Iptraf):
Day 14 tién ich theo ddi giao thong mang kiém tra két ndi mang bén ngoai nao dang xam
nhép vao may tinh .
Ta cai tién ich nay qua 1énh
[root@dhcppc2 ~]# yum install iptraf

Resolwving Dependencies

--> Running transaction check

---=> Package iptraf.i3286 0:3.0.8-5.e1l5 set to be updated
--=> Finished Dependency Resolution

Dependencies Resolwved

Package Arch Version Repository Size
Installing:
iptraf i38e 3.0.0-5.el15 base 327 k

Transaction Summary

Install 1 Package(s)
Update @ Package(s)
Remowve @ Package(s)

Total download size: 327 k
Is this ok [yw/N]: ¥
Downloading Packages:

Tuong tu ta chon y dé cai dat ,sao khi cai dat xong ta go 1énh:
[root@dhcppc2 ~]# iptraf

IPTraf
An IP Network Statistics Utility
Version 3.8.8

Written by Gerard Paul Java
Copyright (c) Gerard Paul Java 1997-2884

This preogram is open-source software released
under the terms of the GHU General Public
Public License Version 2 or any later version.
See the included LICENSE fTile for details.

Press a key to continue

Nhan 1 phim bat ky:



Crprrar

IP traffic monitor

General interface statistics
Detailed interface statistics
Statistical breakdowns. ..

LAN station monitor

Filters...
Configure. ..

Exit

Up/Down-Move selector Enter-execute }

Xuat hién menu thuc hién cong viéc theo ddi giao thong trong mang. vi du ta chon IP
traffic monitor, tiép theo chon all interfaces

File Edit Wiew Terminal Tabs Help

IPTraft

IGMP (46 bytes) from 192.168.1.1 to 224.8.8.1 on eth@

UDFP (72 bytes) from 192.168.1.1:520 to 192.168.1.255:528 on eth@

Up/Dn/PgUp/PgDn-scroll M-more TCP info W-chg actv win 5-sort TCP X-exit

Xuat hién mang hinh theo doi giao thong trong mang nhu ¢ trén s€ hién IP cia may ta la
192.168.1.1 chay trén cong 520. Chang han ta vao google qua web fifox s& thdy cac cong
dugc md va dia chi Ip gui nhan cua tirng may



File Edit View Terminal Tabs Help
IPTraf

r192:-168.1.35:58724
L74.125.71.147:80
192.168.1.35:537086
l74.125.71.1083:80
r192.168.1.35:53352
L74.125.71.180:80
r192_168.1.35:53768
L74.125.71.183:88

{68 bytes) from 192.168.1.35:32770 to 192.168.1.1:53 on eth@
{152 bytes) from 192.168.1.1:53 to 192.168.1.35:32770 on eth@
{68 bytes) from 192.168.1.35:32770 to 192.168.1.1:53 on eth@®
{198 bytes) from 192.168.1.1:53 to 192.168.1.35:32770 on eth@
{72 bytes) from 192.168.1.1:520 to 192.168.1.255:528 on ethB®

Up/Dn/PgUp/PgDn-scroll M-more TCP info W-chg actv win S-sort TCP X-exit
Ta thay rd Ip cua may chu google 1a 74.125.71.103 chay trén cong 80.

4/Tién ich theo ddi traffic mang (tcpdump):

Pay 1a tién ich theo ddi giao thong trén mang c6 sin trén Centos ciing thé hién kha day
dua thong tin giao thong mang

[root@]localhost ~]# tcpdump

Hle Edit Miew Terminal Tabs Help

[root@localhost ~]# tcpdump

tcpdump: wverbose output suppressed, use -v or -wvv Tor Tull protocol decode
listening on eth@®, link-type EN18MEB (Ethernet), capture size 96 bytes
08:39:32.589711 IP6 fTeB80::9088:80a7:cbaB8:568a.58788 = Tf02::c.ssdp: UDP, length
146

08:39:32.680391 IP 192.168.1.35.Tilenet-pa = 192.168.1.1.domain: 41832+[|d0main_

]

08:39:33.081135 IP 1922.168.1.1.domain = 192.168.1.35.filenet-pa: 41832 NxDomain
[ |domain]

68:39:33.082310 IP 192.168.1.35.filenet-pa > 192.168.1.1.domain: 6417+[|domain]
08:39:33.100725 IP 1922.168.1.1.domain > 192.168.1.35.filenet-pa: 6417 NXDomain*
[ Jdomain]

@8:39:33.101788 IP 192.168.1.35.filenet-pa = 192.168.1.1.domain: 8409+ PTR? 1.1
.168.192.in-addr.arpa. (42)

08:39:33.110678 IP 1922.168.1.1.domagn = 192.168.1.35.filenet-pa: 8409 NXDomain*
B/1/8 (103)

@8:39:33.110872 IP 1922.168.1.35.filenet-pa = 192.168.1.1.domain: 11172+ PTR? 35
.1.168.192 . in-addr.arpa. (43)

08:39:33.119995 IP 1922.168.1.1.domain = 192.168.1.35.filenet-pa: 11172 NxXDomain
= 0/1/0 (1684)

08:39:35.583817 IP6 feB0::9088:80a7:cbaB8:568a.58788 > ff02::c.ssdp: UDP, length

146

B8:39:38.585506 IP6 fTeB80::9088:80a7:cba8:568a.58788 > ff02::c.ssdp: UDP, length

146

[4]



5/Tién ich theo ddi goi tin mang (ethereal):

Day 14 tién ich theo ddi goi tin dugc chuyén qua lai giita mang cuc b va mang internet
Dau tién ta phai cai dit img dung qua 1énh:

root@localhost ~]# yum install ethereal

[ root@dhcppc2:~

Fle Edit Miew Terminal Taks Help

[)

---» Package wireshark.i386 0:1.08.15-1.e15_5.1 set to be updated
--= Processing Dependency: libsmi.so.2 fTor package: wireshark
--> Running transaction check

---> Package 1ibsmi.i386 0:9.4.5-2.el1l5 set to be updated

--> Finished Dependency Resolution

Dependencies Resolwved

Package Arch Version Repository S5ize
Installing:

wireshark i3ae 1.0.15-1.e15 5.1 wupdates 11 ™M™
Installing for dependencies:

libsmi i3ae 8.4.5-2.e15 base 2.4 M

Transaction Summary

Install 2 Package(s)
Update B Package(s)
Remowve B Package(s)

Total download size: 13 M
Is this ok [y/N1: y]j

Nhan y dé tiép tuc, trong goi etheareal s& co godi wireshark vi thé néu mudn sai wireshark
ta phai tai thém goi wireshark-gnome bang 1énh [root@dhcppc2 ~]# yum install

wireshark-gnome. Khi do ta vao applications-internet-wireshark network analyer.
T The Wireshark Network Analyzer

File Edit View Go Capture Analyze 5tatistics Help

&= FE -

| - ” 4k Expression. .. "é;glear][ v 4 Appl)'l

oo

Ready to load or capture No Packets Profile: Default




Tiep theo ta vao web gd www.google.com sau d6 mé wireshark len chon*==%" . Sau do

chon nhu hinh bén dudi
] The Wireshark Network Analyzer E]@E]

File Edit View Go Capture Analyze Statistics Help

o = ¥
[ | A 4 ” <k Expression. .. " eod Qlear“ o Apply]

Wireshark: Capture Interfaces

Device Description IP Packets Packets/s
@ etho 192.168.1.35 {agtart H[ngticns ]
&l any Pseudo-device that captures on all interfaces [agtart ] [agptians ]
@l o 127.00.1 [agtart ] [ngticns ]

gO1 tin trén centos qua wireshark.
ethO: Capturing - Wireshark

File Edit Wiew Go Capture Analyze 5Statistics Help

@ @ 6 «»o27F e BE -
| v" b Expressicn...“&f;lear” o Apply]

Source Destination FProtocol Info

[v)

¥ . L. 92, Tba. 1. 255 g
19 12.046388 192.168.1.33 239.255.255. 250 550FP M-SEARCH * HTTP/1.
11 14.129295 feB0::9088:80a7:cba8: Tf02::c SSDP M-SEARCH * HTTP/1.
12 18.130148 feB0::9088:80a7:cba8: Tf02::c SSDP M-SEARCH * HTTP/1. ||
13 21.131264 feB0::9088:80a7:cba8: Tf02::c SSDP M-SEARCH * HTTP/1.
14 24132836 feB0::9088:80a7:cba8: Tf02::c SS5DP M-SEARCH * HTTP/1.
15 26.681696 192.168.1.35 192.168.1.1 DNS Standard query AAA
16 26.689967 192.168.1.1 192.168.1.35 DNS Standard query res
17 26.690214 192.168.1.35 192.168.1.1 DNS Standard query A d
18 26.698181 192.168.1.1 192.168.1.35 DNS Standard query res | |
19 28.134178 TeB0::9088:80a7:cbad: Tr02::c 550F M-SEARCH * HTTP/1.
20 31.134818 feB0::9088:80a7:cba8: Tf02::c SSDP M-SEARCH * HTTP/1.
21 31.681814 Vmware_ea:ce: 63 ZygateCo_86:25:2T ARP Who has 192.168.1.

(o]

[<] I [»]
[ Frame 1 (175 bytes on wire, 175 bytes captured)

[ Ethernet II, Src: HewlettP 65:e5:f8 (00:24:81:65:e5:78), Dst: IPvd4mcast 7f:ff:fa (01:00:
[« | [v]

(i)

0000 01 00 5e 7f ff Ta 00 24 81 65 e5 T8 08 00 45 00 Tl 0% el E. =]
0010 00 al 32 c2 00 00 01 11 d4 c6 c@ a8 01 21 ef Tf a2 e .
0020 ff fa e5 ab 07 6c 00 8d ba 13 4d 2d 53 45 41 52 . .... 1.. ..M-5EAR

0030 43 48 20 2a 20 48 54 54 50 2T 31 2Ze 31 0d 0Da 48 CH * HTT P/1.1..H

el |

eth0: <live capture in progress= Fil... Packets: 27 Displayed: 27 Marked: O Profile: Default

6/ Cong cu quan Iy service trong méi truong do hoa:
Pay 1a cong cu kiém tra dich vu nao dang chay trén Centos, vao system-administration-
services


http://www.google.com/

= Service Configuration =
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4 &

Background Services |gn Dermand Services

These services are started once and run in the background.
You can specify in which runlevels they are started.

Currently Running in Bunlewvel: 5 Editing Runlevel: 5

E} 0 f'\/;‘a Description

This is a daemon for automatically switching network
Start Stop  Restart connections to the best available connection.

NetworkManager

I
i)

O

NetworkManagerDispatcher| |

Status
MNetworkManager is stopped

=

acpid

E

anacron

E

aprmd

E

atd

E

auditd

E

autofs

avahi-daemon Rt

Nhitng phan danh dau c’héor nghia 1a da dugc mac dinh s€ dugc chay trén Centos khi khéi
dong chuong trinh. Muon tat dich vu nao thi ta chon dich vu d6 va nhan stop:




=] Service Configuration
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L | L |

Background Services | @n Demand Services

These services are started once and run in the background.
You can specify in which runlevels they are started.

Currently Running in Runlewve

()
Restart

its from the kernel

<R [0 O

A

anacron

=

apmd

&=

atd

=

auditd

=

autofs l

=

avahi-daemon |

Con néu muon chay lai thi ta nhan start

LAB 4: QUAN TRI NGUOI DUNG



1/Xem thong tin ngwoi dung:
1/Tap tin /etc/passwd: La co s¢ dir li¢u tai khoan ngudi dung trén Linux dudi
dang tap tin van ban.
Céu truc file /etc/passwd
aracle:x:1021:1020:0racle user:/data/natwork/oracle:/bin/bash

LA B B | L ¥ '

roeE 4 5 8 7
1.Username: Duogc su dung khi user login, khong nén chira cac ky tu in hoa trong
username
2.Password: Néu sir dung shadow password thi nén sir dung dau “*” hodc ky tu x
3.User ID(UID): Day 1a mot s6 nhan dang dugc gan cho mdi user , hé théng su dung
UID hon 14 username dé lam viéc véi user
4.Gruop ID(GID): La mét con s6 ctia Group dau tién ma user niy tham gia (thong tin
cac Group c6 trong file/etc/Group)
5.User ID Info(con goi la GECOS): Truong nay khong quan trong lam, dé trong cling
duoc vi chi dung cho muSch dich khai bao thong tin vé User nhu: Fullname, s6 DT,..
6.Home directory: Phai la duong dan diy du t6i thu muyc s& lam thu muc chu cho User,
mic dinh day s& 1a working directory khi user login. Néu chi dén mét thu muc khong
ton tai thi hé théng s& tu géan 1a thu muc géc .
7.Shell: Pudng dan day du t6i Login Shell(trén linux thuong 1a bin/bash). Néu dé trong
truong nay thi Login Shell médc dinh 1a /bin/sh. Néu chi t6i mot File khong ton tai thi
User khong thé Login vao hé thong tir console hodc qua SSH bang 1énh login.

Xem file /etc/passwd: cat /etc/passwd:

[root@dhcppc3 ~]# cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
Ip:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin

2/Noi lwu trir mat khiu da dwoc ma héa:

Dung 1énh cat /etc/shadow

[root@dhcppe3 ~]# cat /etc/shadow
root:$18yC51.Z0Q$Sqh9cMeP6VdiJqtf3nm1y1:14847:0:99999:7:::
bin:*:14847:0:99999:7:::

daemon:*:14847:0:99999:7:::

adm:*:14847:0:99999:7:::

Ip:*:14847:0:99999:7:::

3/Lwu thong tin vé cac nhém:



Dung 1énh cat /etc/group
[root@dhcppce3 ~]# cat /etc/group
root:x:0:root
bin:x:1:root,bin,daemon
daemon:x:2:root,bin,dacmon
sys:x:3:root,bin,adm
adm:x:4:root,adm,daemon
tty:x:5:

disk:x:6:root

Ip:x:7:daemon,lp

4/Quan ly nguoi dung: i
Tao tai khoan nguwdoi dung: man usaradd (d€ xem cach tao tai khoan)

File Edit View Terminal Tabs Help
USERADD(B) System Management Commands USERADD(B)

NAME
useradd - create a new user or update default new user information

SYNOPSIS
useradd [options] LOGIN

useradd -D
useradd -D [options]

DESCRIPTION
When invoked without the -D cption, the wseradd command creates a new
user account using the values specified on the command line and the
default values from the system. Depending on command line options, the
useradd command will update system files and may also create the new
user's home directory and copy initial files. The wersion provided with
Red Hat Linux will create a group for each user added to the system by
default.

OPTIONS
The options which apply to the useradd command are:

Vi du tao ngwoi dung tén anh:
[root@dheppce3 ~]# useradd anh
Kiém tra anh trong /etc/passwd:
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games:x:12:100:games: fusr/games:/sbin/nologin
gopher:x:13:30:gopher:/var/gopher:/sbin/nologin

Ttp:x:14:50:FTPF User:/var/ftp:/sbin/nologin

nobody :x:99:99:Nobody:/:/sbin/nologin
rpm:x:37:37:/var/lib/rpm:/sbin/nologin

dbus:x:81:81:5ystem message bus:/:/sbin/nologin

avahi:x:70:70:Avahi daemon:/:/sbin/nologin
mailnull:x:47:47::/var/spool/mqueue: /sbin/nologin
smmsp:x:51:51::/var/spool/mgueue:/sbin/nologin
apache:x:48:48:Apache:/var/www:/sbin/nologin

nscd:®:28:28:NSCD Daemon:/:/sbin/nologin

vCsa:x:69:69:virtual console memory owner:/dev:/sbin/nologin
rpc:x:32:32:Portmapper RPC user:/:/sbin/nologin

rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
nfsnobody:x:65534:65534 :Anonymous NFS User:/var/lib/nfs:/sbin/nologin
sshd:x:74:74:Privilege-separated 55H:/var/empty/sshd:/sbin/nologin
pcap:x:77:77:/var/farpwatch:/sbin/nologin
ntp:x:38:38::fetc/ntp:/sbin/nologin
haldaemon:x:68:68:HAL daemon:/:/sbin/nologin
hsqldb:x:96:96: :/var/lib/hsgldb:/sbin/nologin
¥fs:x:43:43:X Font Server:/etc/X11/fs:/sbin/nologin
gdm:x:42:42::/var/gdm:/sbin/nologin
amﬂjij@?:5@@::!home!anh:fbinf-aS

@nh d3 dwoc tao

Kiém tra anh trong /etc/shadow:
games:*:14847:0:99999:7:::
gopher:*:14847:0:929999:7:::
TLtp:*:14847:0:99999:7:::
nobody:*:14847:0:9992929:7: ::

rpm: ! :14847:0:99999:7:::
dbus:!11:14847:0:999929:7:::
avahi:!1:14847:0:99999:7:::
mailnull:!!:14847:0:99999:7:::
smmsp:!!:14847:0:99999:7:::
apache:!11!:14847:0:99999:7:::
nscd:!!:14847:0:99999:7:::
wCsa:!!1:14847:0:99999:7:::

rpc: !!1:14847:0:99999:7:::
rpcuser:!11:14847:0:29299:7: ::
nfsnobody : 1! :14847:0:29999:7:::
sshd:!1:14847:0:99999:7:::
pcap:!1:14847:0:99999:7:::
ntp:!'1:14847:0:99999:7:::
haldaemon:!!:14847:0:929999:7:::
hsgqldb:!!:14847:0:99999:7:::
*Ts:11:14847:0:99999:7:::

gdm: !!:14847:0:99999:7:::
= o l4867: B
[root@dhcppc

Kiém tra anh trong /etc/group:




rpm:x:37:
dbus:x:81:
utmp:x:22:
utempter:x:35:
avahi:x:70:
mailnull:x=x:47:
smmsp:x:51:
apache:x:48:
nscd:x:28:
Tloppy:x:19:
WCsaixi69:
rpc:x:32:
rpcuser:x:29:
nfsnobody:x:65534:
sshd:x:74:
pcap:x:77:
ntp:x:38:
slocate:x:21:
haldaemon:x:68:
hsgldb:x:96:
xfs:x:43:
gdm:x:42:

anh i x 15607 B

Dt pass cho anh:

[root@dhcppce3 ~]# passwd anh

Changing password for user anh.

New UNIX password:

BAD PASSWORD: it is WAY too short

Retype new UNIX password:

passwd: all authentication tokens updated successfully.

Kiém tra anh trong etc/shadow:

sshd:!!:14847:0:99999:7:::

pcap:!!:14847:0:99999:7:::

ntp:!!:14847:0:99999:7:::

haldaemon:!!:14847:0:99999:7:::
hsqldb:!!:14847:0:99999:7:::

XTs:!1:14847:0:99999:7::: anh 3 cd mat khiu
gdm:!!:14847:0:99999:7:::
ariz31ScpwdYhebsM18nsCoBbmPjtlo/45t3.1:14867:0:99090 7
[root@dhcppc3 ~1#

Tao ngwoi dung cé home directory la thw muc /tmp/anh va co dong mé ta “xin chao
anhl”.
[root@dhcppe3 ~]# useradd -c¢ "xin chao anh1" -d /tmp/anhl anhl

Kiém tra user vira tao:

[root@dhcppc3 ~]# cat /etc/passwd | grep anh
anh:x:500:580: : /home/anh:/bin/bash
anNlx:561:501:xin chao anhl:/tmp/anhl:/bin/basi —
[root@dhcppc3 ~1#

Tao anh2 c6 home directory la /tmp/anh2 va thujc group anh:
[root@dhcppc3 ~]# useradd -d /tmp/anh2 -g anh anh2



Kiém tra anh2 trong /etc/passwd:
[root@dhcppc3 ~]1# cat fetc/passwd | grep anh

anh:x:580:500:: /homesanh: /bin/bash
anhl:x:501:501:xin chao anhl:/tmp/sanhl:/sbin/bash
amT2TX:582:500: : /tmp/anh2: /bin/bash,

Kiém tra anh2 trong /etc/group:
[root@dhcppc3 ~[# cat /etc/group | grep anh
anh:x:500:

anhl:x:501:

5/Thay déi pass ciia ngwoi diing:

Thay doi pass cho tai khoin anh

[root@dhcppce3 ~]# passwd anh

Changing password for user anh.

New UNIX password:

BAD PASSWORD: it is WAY too short

Retype new UNIX password:

passwd: all authentication tokens updated successfully.

Twong tw thay doi pass cho anh1, anh2
6/Thay doi thong tin ngudi ding:

Dung cau 1énh dé xem hudng dan:
File Edit View Terminal Tabs Help

USERMOD (8) System Management Commands USERMOD (8) [
NAME

usermod - modify a user account
SYNOPSIS

usermod [options] LOGIM

DESCRIPTION
The wsermod command modifies the system account files to reflect the
changes that are specified on the command line.

OFTIONS
The coptions which apply to the wusermod command are:

-a, --append
Add the wuser to the supplemental group(s). Use only with -G option.

-c, --comment COMMENT
The new walue of the user's password file comment field. It is
normally modified using the chfm(l) utility.

-d, --home HOME DIR

Thay déi home directory ciia anhl la: /home/anhl:
[root@dhcppc3 ~]# usermod -d /home/anh1 anh1



Kiém tra anhl trong /etc/passwd:
File Edit View Terminal Tabs Help

[root@dhcppc3 ~]# cat fetc/passwd | grep anh
anh:x:500:500:: /home/anh: /bin/bash
anhl:x:581:5601:xin chao anhl:fbinfbaf.h
anh2:x:5382:50808::/tmp/anh2:/bin/bash

[root@dhcppc3 ~1# ||

Thay anhl thudc group anh:
[root@dhcppe3 ~]# usermod -g users anhl

Kiém tra anhl trong /etc/passwd:
Fle Edit Miew Terminal Tabs Help

[root@dhcppc3 ~]1# cat /fetc/passwd | grep anh
anh:x:500:508::/home/anh:/bin/bash

anhl:x:501 : xin chao anhl:/home/anhl:/bin/bash
anh2:x:582:5080::/tmp/anh2:/bin/bash

[root@dhcppc3 ~]# ||

7/Khéa va mé khoa tai khoan ngwoi dung:

Khoa anh: passwd -1 anh (hay dung 1énh usermod —L anh)
[root@dhcppce3 ~]# passwd -1 anh

Locking password for user anh.

passwd: Success

Kiém tra ngwoi ding trong /etc/shadow:
[root@dhcppc3 ~]# cat fetc/shadow | grep anh

anh: 1 P?GnUTdE$TJDbnEGHaPrtSmBEJbKKjH 14868:0:99999:7:
anhl:it:14868:0: tai khodn anh d3 bi
anh2:...14858.@:99999:?::: khéa

[root@dhcppc3 ~1# |}

Mo khoa anh : passwd —u anh (hay dung lénh usermod —U anh)
[root@dhcppe3 ~]# passwd -u anh

Unlocking password for user anh.

passwd: Success.

Kiém tra anh trong /etc/shadow:
[raat@dhcpch ~1# cat fetc/shadow | grep anh

UT405TI0bneQHaP rtSmESJbXKj0:14868:0:99999:7:
anhl: 4 +:14868:0:999997 /7 Htai khoan anh d3 LTLLTC
anh2...:14858:@:99999:?::: e




8/Tao nhom ngudi dung:
Céch stir dung : man groupadd

GROUPADD(8) System Management Commands GROUPADD (8)
NAME
groupadd - create a new group
SYNOPSIS
groupadd [-g gid [-o0]1]1 [-r] [-Tf] [-K KEY=VALUE] group
DESCRIPTION
The groupadd command creates a new group account wusing the walues
specified on the command 1line and the default walues Trom the system.
The new group will be entered into the system files as needed.
OFTIONS

The options which apply to the groupadd command are:

-T This option causes to just exit with success status if the specified
group already exists. With -g, if specified GID already exists,
other (unigque) GID is chosen (i.e. -g is turned off).

-r This Tlag instructs groupadd to add a system account. The first
available gid lower than 499 will be zutomatically selected unless

the -g option is also given on the command line. This is an option

Tao nhom tén groupl:
[root@dhcppe3 ~]# groupadd groupl

Kiém tra nhom /etc/group:
naldaemon:x:by:

hsgldb:x:96:
xfsix:d3:
gdm:x:42:
anh:x:500:
anhl:x:501:

[root@dhcppc3 ~]#

9/Thay déi thong tin nhom:
Cach dung: man groupmod
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GROUPMOD (8)

System Management Commands GROUPMOD ( &)
NAME
groupmod - modify a group
SYNOPSIS
groupmod [-g gid [-o 1] [-n new group name] group
DESCRIPTION
The groupmod command modifies the system account files to reflect the
changes that are specified on the command line.
OPTIONS

The options which apply to the groupmod command are:

-g gid
The numerical walwue of the group’s ID.

This walue must be unique,
unless the -o option is used.

The walue must be non-negative. WValues
between 08 and 999 are typically reserved Tor system groups. ANy

Tiles which the old group ID is the Tile group ID must hawve the Tile
group ID changed manually.

-m New group name




Thay déi tén groupl thanh nhém 1I:
[root@dhcppe3 ~]# groupmod -n nhom1 groupl

Kiém tra [ils ‘{etc/group:

I LU .
XxTsix:43:
gdm:x:42:
:::if;?gg'_ .gruuplﬁﬁthéﬂhnhdrw
ThOMITX 502

[root@dhcppc3 ~]#

Thay doi gid ciia nhoml thanh 600:
[root@dhcppe3 ~]# groupmod -g 600 nhom1

Kiém tra file /etc/group:
rpcuser:x:29:

nfsnobody:x:65534:
sshd:x:74:
pcap:x:77:
ntp:x:38:
slocate:x:21:
haldaemon:x:68:
hsqldb:x:96:
XTs:x:43:
gdm:x:42:
anh:x:500:
anhl:x:501:
oml:x: :
[root@dhcppc3d ~]#

"502" d3 thanh "600"

10/X6a nhom:
Xoa nhoml:
[root@dhcppe3 ~]# groupdel nhom1

Xem file /etc/group:
haldaemon:x:68:

hsgldb:x:96:
XTsix:43:
gdm:x:42:
anh:x:500: fJﬂhﬁF11ﬁ§Fﬁ§
anhl:x:501:

[root@dhcppe3 ~1# ||




11/Pang nhap/Thoat:
Dang nhdp vao anh: su anh

[root@localhost ~]# su anh'ﬁﬁuén Gser "anh” |
[@lncalhnﬁt root]s I '

Thoat khéi anh : exit
[anh@localhost root]s exit
exit

[root@localhost ~]#

Xem ngi dung tap tin etc/login.defs:
[root@localhost ~]# cat /etc/login.defs | more
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# *REQUIRED*
# Directory where mailboxes reside, _or_ name of file, relative to the

# home directory. If you _do_ define both, MAIL DIR takes precedence.
# OMATIL_DIR is for Omail

[+

#

#OMAIL_DIR Maildir 'l
MAIL_DIR Svar/spool/mail

#MAIL_FILE .mail

# Password aging controls:

#

# PASS_MAX_DAYS Maximum number of days a password may be used.

# PASS_ _MIN_DAYS Minimum number of days allowed between password changes

# PASS_MIN_LEN Minimum acceptable password length.

# PASS_ WARN_AGE Number of days warning given before a password expires.

3

PASS_MAX_DAYS 99999
PASS_MIN_DAYS @
PASS_MIN_LEN 5
PASS_WARN_AGE 7

#
# Min/max wvalues Tor automatic wid selection in useradd

--More- - =]

Pay 1a tap tin dinh nghia cac chinh sach lién quan dén password: do dai pass, ngay hét
han, ngay canh bdo.....

PASS MAX DAYS 99999

PASS MIN DAYS 0

PASS MIN LEN 5

PASS WARN AGE 7

Tap tin nay cho phép ta dinh nghia khi tao user méi, c6 tao home directory khong?
CREATE HOME yes

Khi x6a mot user, c6 x6a luon group khong?. Co xda ca cac cron,job khong?
USERDEL CMD /usr/sbin/userdel local

USERGROUPS ENAB yes

Stra option CREATE_HOME , khong cho phép tao home directory:
CREATE HOME no



LAB 5: QUAN LY TIEN TRINH

1/ Liét ké cac tién trinh dang chay trén hé thng:
rogt@dhepped ~J#pe -<f Lmare

7 G8:00:00 [kblockd/s@] |
root 11 7 B 208:56 7 00:00:00 [kacpid]
root 176 7 B0 28:56 7 00:00:00 [cqueue/s/0]
root 179 7 8 2B:56 7 G8:00:80 [khubd]
root 181 7 B0 28:56 7 00:00:00 [kseriod]
root 245 7 8 2B:56 7 BE:00:08 [pdflush]
root 246 7 8 2B:56 7 BE:00:08 [pdflush]
root 247 7 B0 28:56 7 00:00:00 [kswapd@d] -
root 248 7 8 2B:56 7 0B:00:00 [aios/0]
root 465 7 B0 28:56 7 00:00:00 [kpsmoused]
root 495 7 B 26:56 7 @0:00:00 [scsi_eh_0]
root 498 7 8 2B:56 7 0B:00:00 [atas0]
root 499 7 B 26:56 7 00:00:00 [ata_aux]
root 502 7 B 26:56 7 @0:00:00 [kKjournald]
root 530 7 8 2B:56 7 G8:00:00 [kauditd]
root 564 1 © 28:56 7 @B:00:01 Ssbinfudevd -d
root 1226 7 B 26:56 7 00:00:00 [kgameportd]
root 4427 7 8 2B:56 7 BE:00:080 [kmpathd/ /8]
root 4452 7 B 26:56 7 @0:00:00 [kKjournald]
root 4458 7 B 20:56 7 @0:00:00 [vmhgfTs]
root 4896 1 8 28:57 7 Be:80:80 Ssbin/dhclient -1 -q -1f Swvar/1l1i
b/dhclient/dhclient-ethd.leases -pfT Svar/run/dhclient-eth@.pid ethd
root 4936 1 8 28:57 7 0B:00:80 auditd I
root 4938 4936 © 20:57 ¢ B0:00:80 Ssbin/saudispd I

2/ Xem nhitng ngwoi ding nhdp vio hé thong:
[root@dhcppc3 ~]# who #

root :0 2010-09-19 20:58

root pts/I 2010-09-19 20:58 (:0.0)

3/Hién thi ngwoi ding dd ding nhdp vao hé théng va nhitng gi ho lam:
[root@dhcppce3 ~# w #

[root@dhcppe3 ~1# w #
21:11:52 up 15 min, 2 users, load average: 8.85, 8.18, 8.15

USER TTY FROM LOGIN@  IDLE JCPU PCPU WHAT
root 10 - 20:58 fxdm? 18.83s 0.41s fusr/bin/gnome-
root pts/1 (8.0 20:58 B.08s 0.06s5 0.01ls w

[root@dhcppc3 ~]#

4/Cho thdy tién trinh dang chay béi nguwoi ding:
[root@dhcppc3 ~]# ps #
[root@dhcppc3 ~]# ps #
PID TTY TIME CMD
6885 pts/1 BO:00:00 bash
7336 pts/1 B6:90:00 ps
[root@dhcppc3 ~]#



5/Hién thj tit cd qud trinh ngwoi ding Root:

[root@dhcppe3 ~]# ps aux | grep root
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root 4427 ©.0 0.0 <] e 7 5= 20:56 0:00 [kmpathd/0] [«]
root 4452 0.0 0.0 <] e 7 S5< 20:57 0:00 [kjournald]
root 4458 0.0 0.0 <] e 7 S5< 20:57 B:00 [wmhgTs]
root 4896 0.0 0.1 2400 480 7 55 20:57 0:00 ssbin/dhclient
-1 -q -1f /wvar/lib/dhclient/dhclient-eth@®.leases -pf /var/run/dhclient-eth@.pid
etho ||
root 4936 0.0 0.2 12228 652 7 S5=sl 20:57 0:00 auditd
root 4938 0.0 0.2 12144 a6g8 7 S=s51 20:57 @:00 /sbin/audispd |
root 4951 0.0 0.2 1216 688 7 5s 20:57 @:00 syslogd -m @
root 4965 0.8 0.1 1760 404 7 Ss 20:57 B:00 klogd -x
root 5018 ©.8 0.3 2024 820 7 Ss 20:57 B:00 rpc.statd
root 5854 6.0 0.2 5536 576 7 5s 20:57 @:00 rpc.idmapd
root 5329 6.8 @.6 @ e 7 S 20:57 @:80 [vmmemctl]
root 5457 B8.0 0.4 3pes 1228 7 Ss 20:57 @:01 Sfusr/lib/vmware
-tools/sbin32/vmware-guestd --background Svar/run/vmware-guestd.pid
root 5552 0.8 0.3 2232 776 7 S5 20:57 @:00 Susr/sbin/Shcid
root 5565 0.8 0.2 1824 512 7 S5 20:57 8:8980 fusr/sbin/sdpd
root 5576 8.6 2.6 5] Sy S= 20:57 G:08 [krTcommd ]
root 5617 ©.8 .5 33312 1380 ¢ 581 20:57 @:00 pcscd
root 5636 0.0 6.1 2000 460 7 5s 28:57 @:00 Sfusr/bin/hidd -
-server
root 5652 0.0 0.4 9476 1148 7 551 20:57 @:00 automount
root 5671 B8.0 0.2 1752 532 7 55 20:57 @:00 Sfusr/ssbin/facpid
root 5682 0.0 0.2 5192 688 7 5s 20:57 @:00 .shpiod B3
6/Xem lwong dung by nho va CPU:
[root@dhcppe3 ~]# top #
top - 21:21:42 wup 25 min, 2 users, load average: ©.16, 0.06, 0.09 :E
Tasks: 116 total, 2 running, 113 sleeping, @ stopped, 1 zombie
Cpu(s): 13.0%us, 8.0%sy, @.0%ni, F7.7%id, . 3%wa, 1.0%hi, 9.0%s1, @.0%st
Mem: 255596k total, 214620k wused, 40976k Tree, 4620k buffers
Swap : 522104k total, Bk used, 522104k Tree, 90732k cached
VIRT S 1 TIME+ COMMAND
6058 root 15 2 148m lom 586060 5 15.6 4.3 9:16.43 Xorg
6879 root 15 2 62588 13m 9296 R 4.3 5.5 2:84.96 gnome-terminal
5457 root 15 2 3g88 1228 1020 S 8.3 8.5 2:81.28 vmware-guestd
56211 root 15 2 86788 15m 1lm S 8.3 6.1 2:81.12 nautilus
1 root 15 2 2156 [+11¢] 568 5 @.0 8.3 2:80.77 init
2 root RT -5 @ @ e s @.0 @.0 0:00.00 migration/@
3 root 34 19 @ @ e s @.0 @.0 2:00.00 ksoftirgd/e
4 root RT -5 @ @ e s @.0 @.0 2:00.00 watchdog,/0
5 root 16 -5 @ @ e s @.0 @.0 0:00.05 events,/0
6 root 16 -5 @ @ e s @.0 @.0 2:90.00 kKhelper
7 root 16 -5 @ @ e s @.0 @.0 2:90.00 kthread
18 root 15 -5 ¢] ¢] B s 0.6 0.0 0:00.04 kblockd,/®
11 root 20 -5 @ @ e s @.0 @.0 2:90.00 kacpid
176 root 17 -5 @ @ e s @.0 @.0 0:00.00 cgqueue/0
179 root 16 -5 @ @ e s @.0 @.0 2:90.00 kKhubd w
181 root 12 -5 @ @ e s @.0 @.0 2:90.00 kseriod
245 root 15 2 @ @ e s @.0 @.0 2:90.00 pdflush (=]

7/Hiiy tién trinh dang chay:
[root@dhcppe3 ~]# kill -9 4458

4458: 1a PID

-9: 14 d6i s6 can thém vao dé tat tién trinh




LAB 6: QUAN LY TAI NGUYEN O CUNG

1/Hién thi khong gian dia:

[root@dhcppc3 ~]# df

[root@dhcppc3 ~1# df

Filesystem ed Available Use% Mounted on
/dev/sda2 3445500 /

fdev/sdal lol686 11195 84672 12% Yboot

tmpfs 127796 5] 127796 0% Sdev/shm
rootedncppe3 -1 o o] [Sphan tram s dun

Nhin vao cgt Mount on ta thay c6 mot tap tin la la /dev/shm. Day 1a mét tap tin quan
trong giup cai thién hiéu suit cia phan mém.

Dé xem hét chirc ning ciia df ta ding lénh:

[root@dhcppc3 ~]# man df

all Tile systems by detTault.
Mandatory arguments to long options are mandatory for short options
too.
-a, --all
include dummy Tile systems
-B, --block-size=5I7E use S5I7ZE-byte blocks
-h, --human-readable
print sizes in human readable Tormat (e.g., 1K 234M 2G)
-H, --s5i
likewise, but use powers of 1880 not 1824
-i, --inodes
list inode information instead of block usage
-k like --block-size=1K
-1, --local
1limit listimg to local Tile systems

2/Hién thi khong gian dia thw muc hién tai:
[root@dhcppc3 ~J# du -sh
9.2M

3/Hién thi khong gian dia thuc hi¢n cac tap tin va thu muc:
[root@dhcppc3 ~J# du -sh *

[root@dhcppc3 ~]# du -sh *

4.0K o8

8.0K anaconda-ks.cfg

4.0K Desktop

36K install.log
12K install.log.syslog
40K mycapture.pcap

4. 0K xp




4/Hién khong gian dia thu muc va tdp tin khdc nhau:

[root@dhcppe3 ~]# du -s * | sort —nr
[root@dhcppc3 ~]# du -5 * | sort -nr

48 mycapture.pcap

36 install.log

12 install.log.syslog
a3 anaconda-ks.cTg

4 xp

4 Desktop

4 o8

Néu can thém céch st dung cu thé du ta nhap Iénh:
[root@dhcppe3 ~]# man du

Summarize disk usage of each FILE, recursively for directories.

too.

-a, --all
write counts for all files, not just directories

--apparent-size

in ('sparse’) files, internal fragmentation, indirect
and the like

-B, --block-size=5IFE use 5IZE-byte blocks
-b, --bytes

equivalent to ‘--apparent-size --block-size=1’
-c, --total

produce a grand total

-D, --dereference-args

5/Mount trén centos:

Mandatory arguments to long options are mandatory fTor short options

print apparent sizes, rather than disk wusage; although
apparent size is usually smaller, it may be larger due to holes

Trén hé théng Linux ciing nhu centos, mot phan ving can dugc muont trude khi sir
dung. M4t phan vung s€ dugc muont vao thu myc va tat ca dix liéu ghi vao thu muc do sé
dugc ghi 1én phan ving di mount. Vi dy phan ving s6 1 duoc mount tai /. Phan ving
s6 2 dugc mount tai “/tmp”. Néu ta khong muont phan ving s 2 tai “/tmp” ma ghi dir

liéu 1én thi dit liéu van chi nam ¢ file s6 1.

5.1/Mount va Umount CDRom:
Tao thu muc cdrom trong thu muc /mnt:
[root@dhcppe3 ~]# mkdir /mnt/cdrom

Thuc hién 1énh mount: mount /dev/cdrom /mnt/cdrom
[root@dhcppc3 ~]# mount /dev/cdrom /mnt/cdrom

mount: block device /dev/cdrom is write-protected, mounting read-only

Kiém tra thu muc vira mount:



[root@dhcppc3 ~]# 1s -1 /mnt/cdrom

total 199712

-r--r--r-- 1 root root 1768 Mar 27 2009 manifest.txt

-r--r--r-- 1 root root 182449998 Mar 27 2009 VMwareTools-7.8.5-156735.1386.rpm
-r--r--r-- 1 root root 1082852043 Mar 27 2009 VMwareTools-7.8.5-156735.tar.gz

[root@dhcppc3 ~1#

Thuc hién umount cdrom dé tit cd di:
[root@dhcppe3 ~]# umount /mnt/cdrom

Xem lai thy muc mount:

[root@dhcppc3d ~1# 1s -1 /mnt/cdrom
total @

[root@dhcppc3 ~]#



